Social Sciences & Humanities Open 11 (2025) 101183

Contents lists available at ScienceDirect

Social Sciences & Humanities Open

journal homepage: www.sciencedirect.com/journal/social-sciences-and-humanities-open

Regular article

A novel approach towards the robustness of centrality measures in networks

Jens Dorpinghaus "%, Vera Weil »¢, Robert Rockenfeller ¢, Meetkumar Pravinbhai Mangroliya ¢

2 Federal Institute for Vocational Education and Training (BIBB), Bonn, Germany

b Department of Computer Science, University of Koblenz, Germany

¢ Department of Mathematics and Computer Science, University of Cologne, Germany
d Mathematical Institute, University of Koblenz, Germany

ARTICLE INFO ABSTRACT

Keywords: Centrality measures were first introduced in the Social Network Analysis (SNA), which is widely used in the
Social network analysis humanities and social sciences. However, recently they are receiving attention in network science in general,
Knowledge graphs e.g., for knowledge graphs and artificial intelligence. Assuming that the network is not error-free or contains

Digital humanities
Centrality measures
Error measures

multiple layers, we can identify challenges for their quality. For example, historical and narrative texts in
ancient languages are usually challenging for natural language processing methods and artificial intelligence
technologies developed for modern languages due to their complexity and missing models. In addition, due to
quiet sources, nodes and edges in the network may be missing, which might influence the results of SNA. Other
aspects may also have an effect on data, as many networks include additional layers, e.g. spatial information
or archaeological artifacts. This extends to knowledge graphs. In this paper, we will summarize, compare
and evaluate existing and novel methods to analyze the robustness of networks. We introduce a method with
different removal strategies to analyze how additional or missing layers, nodes, or edges in a random network
influence centrality measures. We can show that the robustness of social networks regardless of the error
measures heavily relies on network structures, which brings up several new challenges for future research. In
general, we may assume networks to be rather robust against small errors and few missing data if they follow
a scale-free distribution. The results of this paper are not limited to social networks but can be applied in all
fields working with centrality measures.

1. Introduction

Knowledge graphs and networks in general have been shown to play
an important role in recent knowledge mining and discovery, for exam-
ple in the fields of digital humanities, life sciences or bioinformatics.
They also include single-purpose networks, like social networks, but
mostly they also contain additional information and data, see for ex-
ample Berhan, Adams, McKether, and Kumar (2019), Rollinger (2014),
Suéarez, Diaz-Puente, and Bettoni (2021). This paper underlines the fact
that the research on social networks naturally extends to knowledge
graphs and graphs in general. It summarizes, compares, and evaluates
methods for analyzing network robustness and introduces a novel
approach that uses different removal strategies to assess the impact of
additional or missing layers, nodes, or edges on centrality measures. We
show that network robustness, regardless of error measures, is highly
dependent on network structure, which presents new challenges for

future research. Our results suggest that networks following a scale-
free distribution are generally robust to small errors and missing data,
with implications beyond social networks for any field using centrality
measures. Therefore, our findings are not contingent on the specific
types of networks (e.g., social, biological, or transportation) or the cen-
trality measures examined (degree, betweenness, closeness, etc.). This
conclusion is further supported by the illustrative examples analyzed in
our study.

1.1. Background

A knowledge graph can be seen as a multi-layer graph comprising
different data layers, for example social data, spatial data, etc.' In
addition, scientists study network patterns and structures, for exam-
ple, paths, communities or other patterns within the data structure,
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see for example Dorpinghaus and Stefan (2019). Very few studies
have investigated the questions of how missing data and multiple
layers within graphs impact methods and algorithms developed for
single-purpose networks, see Rossetti, Citraro, and Milli (2021). Social
Network Analysis (SNA) also utilizes knowledge graphs and is an
emerging topic, not only in the social sciences but also in historical and
religious research for the last years, see Reitmayer and Marx (2010),
Rollinger (2020). Here it is often called Historical or Religious Network
Analysis (HNA, RNA). Understanding social interactions and networks
in how they influence society are important issues. In the last few
years there has been a growing interest in using social networks in
historical sciences (Jackson, 2010; Ruegg & Lee, 2020; Zhitomirsky-
Geffet & Prebor, 2019). Quite recently, considerable attention has been
paid to social networks in religious studies and especially in theology.
Although SNA and HNA are emerging topics, most works show that
the described data and source problems are the greatest hurdles. A lack
of data also prevents automatic data generation, see Leidwanger et al.
(2014). Therefore, instead of speaking of historical network research,
researchers suggest the term “using network approaches”. This seems
to be reasonable, since Collar, among others, suggests a deliberately
simplified definition of “network thinking as a new methodology for
understanding the processes of change and the spread of innovation in
the past” (Collar, 2013, p. 6). Thus, as a second problem, the method
criticism is widely discussed. Rollinger, for example, deals extensively
with method criticism and identifies the variable range of results be-
side the source problem as a reason for quality problems (Rollinger,
2014). In summary, textual, literal or historical sources need to be
interpreted because they do not contain direct statements about the
quality of the relationships or their temporal duration. While network
analysis can show additional aspects, working with the original sources
is crucial (Ganter, 2015). Although some preliminary work has been
carried out in this field (de Valeriola, 2021; Dorpinghaus, Weil, Diiing,
& Sommer, 2022b), there are still several open questions regarding
the robustness of social networks for missing and additional data. For
example, no work has been carried out on multi-layer networks and
while different measures were proposed, e.g., Kendall’s tau, no work
compared these approaches and their sensitivity. We will also discuss
how these concepts depend on the context (e.g., social or knowledge
networks).

1.2. Objectives

In this paper, we study the robustness of two key centrality
measures — degree centrality and betweenness centrality — in the con-
text of social network analysis. Our focus is on understanding how these
centrality measures are affected by the addition or removal of nodes
and edges, which can be interpreted either as missing or additional
data or as representing another layer of data in a multi-layer network.
Our main research question is: How robust are degree and betweenness
centrality measures when applied to social networks, particularly under
scenarios involving incomplete or evolving data? We focus on these
centrality measures due to their significant roles in network analysis,
acknowledging that other network measures are also important but are
beyond the scope of this study. To quantitatively evaluate the impact
of data changes on degree and betweenness centrality measures, we
introduce a novel measure and employ well-known non-parametric
statistical tests such as the Kolmogorov-Smirnov (K-S) test and the
Earth Mover’s Distance (EMD). These tests are specifically chosen for
their ability to assess changes in the degree distribution of the network
before and after data perturbations without assuming normality. This
approach provides valuable insights into the statistical significance of
the observed structural changes. Our experimental environment tests
the robustness of degree and betweenness centrality on random graphs
inspired by social network analysis, including small-world and scale-
free networks. While our research is motivated by SNA, the findings are
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broadly applicable to understanding the robustness of these centrality
measures in various types of networks.

This novel approach is generic and can be applied to any networks.
However, as will be demonstrated in this paper, different networks,
such as scale-free or small-world networks, exhibit distinct robust-
ness characteristics. Consequently, there is no universal solution for
analyzing the robustness of any given network.

This paper is divided into five sections. This first section describes
the foundations, the state of the art and related work. We will in
particular introduce knowledge graphs and centrality measures. The
second section gives a brief overview of materials and methods. In
the third section, we present the experimental setting and the methods
used for this evaluation. The fourth section is dedicated to experimental
results and the evaluation. Our conclusions are drawn in the final
section.

2. Foundations, review and related work

In this section, we will present some preliminaries describing the
foundations of SNA and the relation between social networks and
knowledge graphs. Afterward, we will introduce centrality measures as
a core topic of SNA and discuss error measures comparing a network
with a modified network.

2.1. Preliminaries

In general, the definition of social networks seems to be so trivial
that apparently most scholars begin with examples of friendship or
exchange networks, see Dorpinghaus (2021), Jackson (2010). Here,
the situation seems similar to the concept of knowledge graphs which
are closely related to the concept of social networks, see Dorpinghaus,
Binnewitt, Winnige, Hein, and Kriiger (2023), Dorpinghaus and Jacobs
(2019), Dorpinghaus et al. (2022a). Many authors tried to define
knowledge graphs, but still a formal definition is missing, see Fensel
et al. (2020). In Ehrlinger and W6l (2016) the authors compared
several definitions, but the only formal definition was limited to RDF
graphs which does not cover labeled property graphs. However, by
using formal structures like extra meta information and weighted
edges within a social network, we are implicitly using the model of
a labeled property graph, see Rodriguez and Neubauer (2010, 2012).
Thus, we follow a very generic graph-theoretical definition as proposed
in Dorpinghaus et al. (2022a) and shown as equivalent to social
networks:

Definition 1 (Knowledge Graph). A Knowledge Graph is a graph G =
(V, E) with vertices (nodes) v € V and edges (relations) e € E. Both
edges and vertices are part of previously well-defined, not necessarily
disjoint categories, ¥ € C,UC,U--UC, and EC RiUR,U---UR,,
which are elaborated in the following.

The network G may either be directed or undirected. This has an
impact on the methods which can be used for analyzing the network
and on the overall representation of the data. Usually, connections
are multiplex, which means a relation, i.e. edge, does not necessarily
belong to one distinct category: A friend might, for example, also be a
co-worker. In addition, if person 2 is a friend of 9B, it is most likely that
person B is a friend of 2. However, occasionally, special cases need to
be represented and it is necessary to use directed graphs. Stegbauer and
HauRling point out that a categorization of ties is also highly relevant to
the transitivity of ties in triangular form: Here, for three individuals 2,
B8, and ¢, it holds that the stronger the friendship relationship between
individuals 2/ and 9B and individuals 2| and ¢, the more likely that B
and ¢ know or will know each other (Avenarius, 2010). Easley calls
this ‘Triadic Closure’ (Easley & Kleinberg, 2010).

The sets C; contain the objects found in a social network, such as
actors, organizations, and locations. For example, we may identify two

sets, namely persons and locations, V' = {Cpeors: Coroups }» and enrich
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Table 1
Selected publications covering the issue of the robustness of centrality measures.
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Networks Centrality Measures

Evaluation

(Directed) Graphs BC, CC, DC, EC

Real Historical/Social Networks BC, CC, DG, EC, PR
Eleven centrality measures

Random Networks DC

Multilayer Networks DC, BC

Random and Real World Networks BC, CC, DC, EC, PR

12 empirical networks 6 Centrality Measures

12 empirical networks 6 Centrality Measures Bias

Preferential-attachment Networks Random graphs

Bounds
Categories and sampling

Sampling

Random graphs

Random graphs & bounds
Kendall’s tau

CONCOR

Network robustness

Bof, Baggio, and Zampieri (2016), Segarra and Ribeiro (2015)
Borgatti et al. (2006), Znidar$i¢, Ferligoj, and Doreian (2018),
de Valeriola (2021), Kardos et al. (2020)

Costenbader and Valente (2003)

Tsugawa and Ohsaki (2015)

Dérpinghaus et al. (2022b)

Martin and Niemeyer (2019)

Smith and Moody (2013)

Smith et al. (2017, 2022)

Xu and Frank (2021)

Klau and Weiskircher (2005)

Hasheminezhad and Brandes (2023)

All publications focus on different networks, e.g. generic graphs, real or random networks (first column), centrality measures (second column) and different evaluation processes

(third column); some publications offer mathematical bounds.

them with other entities, locations and references. In turn, the sets R;
may represent different kinds of relations, for example, what kind of
relation actors have, or which evidence for a relation between an actor
and a location exists. We may consider positive and negative relations
(E = {Ry Eyee D). It is also possible to model strong and weak ties,
which were introduced in the work of Granovetter (1973).

2.2. Centrality measures

In this section, we consider a graph G = (V,E) as a network
representation of one or multiple given social networks or knowledge
graph, e.g., textual or historical sources and we do not know the quality
of this network. Usually in the context of social networks questions
like “How many friends does actor X have?” or “How many groups
does actor Y belong to?” are considered. The mathematical formulation
of these questions would be “What is the degree of node X?” and
“How many communities C; can be found so that Y c C;?”. We will
limit our analysis to measures which are most widely used, and discuss
several properties to evaluate nodes and their position in the networks.
These properties can be used to calculate statistical parameters, so-
called centrality measures, cf. Freeman (1978) and Carrington, Scott,
and Wasserman (2005). They answer the question “Which nodes in this
network are particularly significant or important?”. For mathematical
details we refer to Appendix A.

Not much work has been carried out to evaluate the robustness
of centrality measures against errors in the network, see Table 1 for
selected publications. A critical review has been presented in Landherr,
Friedl, and Heidemann (2010). Some researchers focused on sampling
the network (Costenbader & Valente, 2003), others defined categories
of perturbation (Borgatti, Carley, & Krackhardt, 2006; Kardos, London,
& Vinké, 2020) or focused more on the social perspective of these
measures (Diiring, 2016; Zemlji¢ & Hlebec, 2005). The study of de
Valeriola (2021) addresses several transformations on original graphs
to track their impact on centrality measures. However, it is also unclear,
what stability means in terms of centrality measures. In Segarra and
Ribeiro (2015), the authors assumed the existence of a factor Kg;
which relies on the graph structure of G to proved some bounds for
directed graphs. Other researchers focused on the influence of network
size (Martin & Niemeyer, 2020), robustness in general (Hasheminezhad
& Brandes, 2023; Klau & Weiskircher, 2005) or the concept of bi-
ases (Smith, Moody, & Morgan, 2017; Smith, Morgan, & Moody, 2022;
Xu & Frank, 2021). The only generic approaches proposed so far are
Kendall’s tau (Martin & Niemeyer, 2019) or bound based on the total or
local disorder of ordered nodes (Dorpinghaus et al., 2022b). A marginal
topic is the usage of Al approaches like deep learning (Ma et al., 2021).
An evaluation and comparison of generic mathematical definition and
error measures, e.g., upper and lower bounds, based on the graph
topology, are currently missing.

Yet another issue that has not been covered in research is the
existence of multiple layers on centrality measures, see Dorpinghaus

et al. (2022b). Interestingly, the idea of multilayer networks was first
introduced in the social sciences (Craven & Wellman, 1973) and re-
ceived attention in other domains not before the 2000s (Kivela et al.,
2014). Here, it is necessary to evaluate how graph structures and in
particular measures change when additional information are stored in
extra layers. This is a crucial point, in particular due to the fact that
most social networks are covering multiple layers, e.g., categories.

In summary, we could identify an evaluation of generic mathemati-
cal definitions and error measures as gap in research. While Definition 1
presents a most generic definition of knowledge graphs and social
networks as graphs, it is nonetheless unclear which applications of SNA
meet this definition. In addition, we could identify several approaches
towards error measures or error evaluation. However, none of them
refers to a clear graph-theoretical definition of social networks and
it is hard to generalize them. While Martin and Niemeyer proposed
Kendall’s tau as a solution, it was shown that this approach does not
generalize and does not work well for all graphs (Martin & Niemeyer,
2020) and our research will support these results.

This issue is, however, directly linked to our second research ques-
tion on the robustness of analyses, e.g., centrality measures, to analyze
social networks, in particular for scenarios with additional or missing
data. We will now continue with the materials and methods used for
our novel approach.

3. Methods

First, we will discuss the networks to carry out the error analysis,
in particular real-world networks and random graphs which are related
to social networks and knowledge graphs. Second, we will introduce
our evaluation approach which is not related to error categories, but
to a generic random subset of a graph which identifies either ‘missing’
or ‘extra’ knowledge. This can be seen as a generalization of sampling
methods, and the focus on generic random graphs as a generalization
of the analysis of particular real world networks.

3.1. Real world graphs

We will describe results on three different real-world graphs. The
first graph E; is a network of actors in Luke-Acts (Dorpinghaus, 2022;
Dorpinghaus & Stenschke, 2021). It thus represents both a narrative
and a historical network.

The second graph, E,, shows how members of the US Congress in-
teracted on Twitter between February 9, 2022, and June 9, 2022 (Fink
et al, 2023a; Fink, Omodt, Zinnecker, & Sprint, 2023b). At first,
the graph was directed and weighted, but for our purposes, we only
considered one direction and disregarded the weights. Therefore, we
ended up with an undirected graph that retained 10,222 of the initial
13,289 edges.

The third graph, E;, depicts a network of individuals who trade
Bitcoin on the trading platform Bitcoin Alpha and trust each other,
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Table 2

Properties of the example real-world graphs used in
this paper. We show the number of nodes and edges
(n,m), if the graph is directed, density d(G), diame-
ter A(G), average clustering coefficient C(G), average
shortest path length a(G), small-world coefficient ¢(G)
and s-metric s(G).

E, E, E;
n 57 475 3,783
m 637 10,222 24,186
directed - - v
d(G) 0.23 0.09 0.001
AG) 4 4 -
Cc(G) 0.26 0.30 0.16
a(G) 1.98 2.06 -
6(G) 0.53 - -
s(G) - - -
w(G) 0.51 - -

which is a directed graph. The weights were removed while retaining
the directionality of the edges. This information is based on the works
of Kumar, Hooi, Makhija, Kumar, Faloutsos, and Subrahmanian (2018),
Kumar, Spezzano, Subrahmanian, and Faloutsos (2016).

We selected the first two networks because they exemplify typ-
ical social networks with supplemental data, making them suitable
for also considering them as knowledge graphs. We added the third
graph to offer another viewpoint on directed graphs. In Table 2, we
present a summary of the essential graph metrics. We employ the
small-world coefficient 6(G) to assess if the graphs are small-world
networks (Humphries & Gurney, 2008) and the s-metric to determine
if they are scale-free networks (Li, Alderson, Doyle, & Willinger, 2005).

Networks E; and E, have a different size, but similar topological
features. However, their density is different.

3.2. Random graphs

We evaluate centrality measures on random graphs. First, we con-
sider Scale-Free Networks with nodes (Jackson, 2010). Moreover, Bol-
lobas et al. introduced a widely used graph model with three random
parameters a + f +y = 1 (Bollobas, Borgs, Chayes, & Riordan, 2003).
These values define probabilities and thus define attachment rules to
add new vertices between either existing or new nodes. This model
allows loops and multiple edges, where a loop denotes one edge where
the endvertices are identical, and multiple edges denote a finite number
of edges that share the same endvertices. Thus, we convert the random
graphs to undirected graphs. For testing purpose, we scale the number
of nodes n and use a« = 0.41, § = 0.54, and y = 0.05 as suggested by
Bollobés et al. (2003).

As the model generates explicitly directed networks, some concepts
studied in this paper are restricted to undirected networks (e.g., close-
ness, betweenness). However, using these random graphs as undirected
is a well-studies topic (Bollobas & Riordan, 2004). We chose this
random graph model since it is generic and feasible for computer
simulations for measuring and evaluation purposes (Bollobds et al.,
2003; Kivela et al., 2014). In a scale-free distribution, many nodes have
a small degree and only few nodes have a very large degree: most nodes
are hence lowly linked. Thus, these small-degree nodes lead to a few
communities which are highly connected.

The second random graph uses a fixed degree distribution and is
widely known as Watts-Strogatz or Newman-Watts-Strogatz small-
world random graph (Newman, Barabasi, & Watts, 2006; Watts &
Strogatz, 1998). The algorithm to create such as graph takes a number
of nodes, the number of nearest neighbors that form a ring topology and
the probability for adding a new edge. A small-world graph contains
only small average paths and thus has a small diameter. Some studies
investigate the relation between scale-free and small-world networks,
in particular the relationship between the average path length and local
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clusterings (Aarstad, Ness, & Haugland, 2013). In general, it is possible
to generate scale-free networks with small-world attributes (Klemm &
Eguiluz, 2002).

3.3. Error measures

Since we want to evaluate how graph structures and in particular
measures change when additional information is stored or data is
missing, we partition the graph into two parts that are represented
by different colors: the original data is uncolored, while missing or
extra data is represented by blue notes. Thus, given a random graph
G = (V,E), a next step comprises a probability p, for blue nodes and
edges which leads to a graph G with blue nodes B ¢ V and edges
B’ C E. Let 8 = (B, B") denote the blue subgraph which is the induced
subgraph of B’ where all nodes not in B are removed. We first compute
the centrality measures for all non-blue nodes in V \ B in the graph
G. Subsequently, we compute those measures for all non-blue nodes
in the reduced graph G\ B := (V \ B,E \ B’). See Fig. 1 for an
illustration. Resultant, we obtain two vectors ¢;,c¢, € R” where here,
n is the number of nodes in ¥ \ B. We denote ¢; by ¢; = (cllclch )
to identify the elements in the vector. Note that the entries of ¢; are
ordered, i.e. c‘.1 > ci2 > c?,...and so on. They are thus vectors of node
ranks according to a centrality measure.

However, we also need to introduce .y ERY, which are the vec-
tors containing the centrality measures sorted by the induced ordering
of nodes in V' \ B = {v,...,v,}. Thus we denote

o = (chehet) = (e (o) e (v) e (03) )

!/ !’

[ R

This approach combines the advantages of existing methods to
manipulate graphs. First, it combines missing edges and nodes and thus
it is not limited to pre-defined categories or samples of errors. Second,
using different values for pg, it can simulate different types of errors,
from small exceptions to largely incomplete networks. Third, it spans
a wide field of interpretations: We can either interpret G \ B as the
‘original’ graph and G as its extension with errors or G as the ‘original’
graph and G \ ‘B as a detected graph omitting information. In addition,
it covers the concept of multilayer networks, if we assume that both
G\ B and B form one particular layer.

However, we are primarily interested in errors of centrality mea-
sures, which means, in turn, differences between ¢, and ¢,. To identify
these errors, we follow the approach introduced in Dérpinghaus et al.
(2022b) and define ¢ and ey:

. 0 ¢ =c
e(i,c,cp) = { } 12
1 c1 * ¢
That is, e(i,c;,c,) = 1 if the element on the ith position of ¢; differs
from the element on the ith position in c,.

Let x be an element contained in every ¢,, u € {1,2}. Then p(x,c,)
denotes the predecessor of element x in ¢, and s(x,c,) denotes the
successor of x in c,. If x is the first element in ¢,, then p(x,c,) = @.
If x is the last element of c,, then s(x,c,) = #. With these definitions,
we define ey:

1 if p(x,¢;) =0 and s(x, ¢;) # s(x, ¢y),

or s(x,c;) =@ and p(x, ¢;) # p(x, ¢y),

or s(x,c¢;) # s(x,¢,) and p(x, ¢;) # p(x, ¢;),
1/2 if s(x,¢;) # s(x,¢y) and p(x, ¢;) = p(x, ¢;),

or s(x,c;) = s(x,¢,) and p(x, ¢;) # p(x, ¢5),
0 otherwise.

en(x,cp,6) =1

In other words, we consider the predecessor of an element in ¢; and
check if this element is still a predecessor of this element in ¢,, and
analyze analogously the successor of an element.

With this, we define two error measures ¢ and ey:
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G\B
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Fig. 1. Illustration of the construction of different graphs on the random graph G with pg. In the first step, an arbitrary subset of G is marked as blue. In the next step, we can
compare the nodes in B with their values in G\ B (bottom left) and G (bottom right). We can either interpret G \ 8 as the ‘original’ graph and G as its extension with errors or

G as the ‘original’ graph and G \ B as a detected graph omitting information.

n

1 .
o) = 26(1,01,02)

i=1

1
exle, ) = - Z en(x,c1,¢)

X€Ecy

Example 1. Let ¢, = (1,2,3,4,5), ¢, = (5,3.2,1,4) and ¢; = (1,5,2,3,4).
If ¢, is the original ordering, we see that ¢, has a totally different
order. In ¢; the entry 5 is moved, but the rest of the list is unchanged,
although still 4 elements are on the wrong location. Hence, the number
of misordered elements in ¢, compared to ¢, is 51. The number of
moved elements is 5 and 1.

Here, ¢(c;,c;) = 1 and ep(c,cp) = 1. Moreover, e(c),c3) = ;—‘ and

1
en(e,e3) = 5.

3.4. Some aspects of critical graph structures

We will now consider two critical graph structures to take a closer
look at their impact on the error measures on single nodes in these:
Cliques and nodes v with d(v) = 1.

3.4.1. Cliques

Let G = (V,E) be a graph on n nodes and B = (B, B’) denotes
the blue subgraph on n nodes as introduced above. The nodes in
G \ B are denoted by v,,...,v,_, while the nodes in B are denoted
by v,_n41s ..., U, We further assume that G \ 9B is still connected. Let
dc(G) be the vector containing the degree centrality measures for all
nodes v in G in descending order, where — after the computation of
de(v) for all vy, ..., v, € V(G) — the values for all v € B, that is, v; with
i=n—-n+1,...,n, are deleted. Hence,

de(G) = (de(v)), de(vy), ..., de(v,_y))

with de(vy) 2 de(v;y) forall j € {l,...,n—n}.

Let bc(G) be the vector containing the betweenness centrality mea-
sures for all nodes in G in descending order, where — after the compu-
tation of bc(v) for all vy, ...,v, € V(G) - the values for all v € B, that
is, v; with i =n—n+1,...,n, are deleted. That is,

be(G) = (be(vy), be(vy), ..., be(Vy_gy1))

with be(v;) 2 be(v;yy) for all j € {1,...,n —n}. Let p,.(v) respectively
Py (v) be the position of node v in the vector dc(G) respectively bd(G).
When it is clear from the context which vector is meant, we omit the
index and simply write p(v).

We may now prove some very basic observations on how a single
blue node may influence the different error measures ¢ and ey, given
that the blue node is part of a cluster in G. Here, with a cluster or a
clique we denote a complete subgraph of G. All proofs are available in
Appendix C.

Lemma 2. Let G = (V,E) be a graph on n nodes and blue nodes B C V
and edges B' C E. Let %8 = (B, B') denote the blue subgraph with B8 = {u}
where G \ B is still connected. Let C, be a clique in G with k nodes and let
u € Cy. Then

e(dc(G),dc(G\*B) <n—-1- Ug]]\i/?u) Pac(©)

holds.
We can rely on the same basic observations for the error measure

en:

Lemma 3. Let G = (V, E) be a graph on n nodes and blue nodes B C V
and edges B' C E. Let %8 = (B, B') denote the blue subgraph with 8 = {u}
where G \ B is still connected. Let C, be a clique in G with k nodes and let
u € Cy. Then

en(de(G),de(G\ B) < k— 1

holds.
The stated lemma explains why this error increases for small-world
networks: The node degree is high and a lot of local clusters exist.
Since betweenness centrality is also affected by the global struc-
ture of the graph, counting all shortest paths, the situation is slightly
different.

Lemma 4. Let G = (V, E) be a graph on n nodes and blue nodes B C V'
and edges B’ C E. Let B = (B, B') denote the blue subgraph with B = {u}
where G \ B is still connected. Let C; be a clique in G with k nodes and let
u € Cy. Then

(b (G)b(G\‘B))< if duy=k-1
€ ¢ ’ c —_
Zw#y P,(w,y) otherwise.

Here, we considered highly connected blue nodes within clusters
and their impact on the error measures. Usually, external data may not
only be added to such dense structures but also to single nodes. Thus,
we will now discuss the impact of nodes with degree 1.

3.4.2. Nodes with degree 1
We now consider the special case in which the only existing blue
node has degree 1. All proofs can be found in Appendix C.
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Degree Centrality errors for Luke-Acts Network (E})
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(b) Choosing nodes randomly.

Fig. 2. Degree centrality errors for Luke-Acts network (E,).

Lemma 5. Let G = (V, E) be a graph on n nodes and blue nodes B C V/
and edges B’ C E. Let 8 = (B, B") denote the blue subgraph with B = {u}
where G \ B is still connected. Let further N(u) = {v}. Then

€(dc(G),dc(G\'B)) < py(v)

holds.
A similar observation can be made for ey:

Lemma 6. Let G = (V, E) be a graph on n nodes and blue nodes B C V/
and edges B’ C E. Let 8 = (B, B’) denote the blue subgraph with B = {u}
where G \ B is still connected. Let further |N(u)| = 1, that is, d(u) = 1.
Then

en(de(G),de(G \ B)) <2

holds.
Since u lies only on the shortest paths between « and any other node
in the graph, we can make the following observation:

Lemma 7. Let G = (V,E) be a graph on n nodes and blue nodes B C V/
and edges B' C E. Let %8 = (B, B') denote the blue subgraph with B8 = {u}
where G \ B is still connected. Let further N(u) = {v} and let

t = max {n— LY Pl,(w,y)} .
w#y
Then

e(bc(G), be(G \B)) <t

holds.
The evaluation of ¢) will — in general — decrease the worst-case
scenario:

Lemma 8. Let G = (V, E) be a graph on n nodes and blue nodes B C V
and edges B’ C E. Let B = (B, B') denote the blue subgraph with B = {u}
where G \ B is still connected. Let further N(u) = {v} and let

Let
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Betweenness Centrality errors for Luke-Acts Network (E1)
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Fig. 3. Betweenness centrality errors for Luke-Acts network (E,).

z=max < 2 Z P(w,y),2 Z P,(w,y)

w#y w#y
Then
en (be(G), be(G\B)) < z

holds.

These error estimations are not sharp. In addition, if the size of B
increases, it will be even more challenging to specify the error rates.
But together with our experimental results, these estimations offer us a
first impression of problematic graph structures having a great impact
on € and ey.

We could show that blue nodes in clusters have a great influence
on both ¢ and ¢, while those nodes with a small neighborhood have a

rather small influence on ¢y. This gives a first idea of why in general
scale-free networks are more robust regarding ¢, . The degree centrality
is only influenced by local structures but in general, the errors are
higher while the betweenness centrality is in general more complex and
the results here can only give some hints. Thus, we will now continue
with experimental results and a detailed discussion.

4. Experimental results

In this section, we will present the results of the approach intro-
duced above. We will highlight and discuss interesting results and
present a detailed discussion in the next section.

The centrality measures were evaluated with respect to the error
measures ¢ and ey, Two-Sided Kolmogorov-Smirnov Test and Earth
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Degree Centrality errors for Congress Network (F2)
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Fig. 4. Degree centrality errors for congress network (E,).

Mover’s Distance (EMD) for three real-world graphs, scale-free random
graphs (n = 200, see Figs. 10, 11 right) and Newman-Watts-Strogatz
small-world random graphs (n = 200, see Figs. 10, 11 left). Our analysis
can either identify the error rate of missing or additional (either wrong
or correct) data in the network. As discussed above, we considered the
most popular centrality measures: Degree and Betweenness Centrality.

To evaluate the impact of missing or additional data, on cen-
trality measures, we introduced statistical tests as robust tools. The
Earth Mover’s Distance (EMD) and Kolmogorov-Smirnov (K-S) test
enable quantitative assessment of the discrepancies between centrality
measures resulting from data errors. By applying these tests, we can
effectively gauge the extent to which the network’s structure and
properties are affected by inaccuracies or omissions in the data, thereby
providing valuable insights into the reliability and robustness of cen-
trality measures in real-world network analyses. In we present details
for selected experiments.

4.1. Error measures in real-world graphs

In our study of the real-world network, we implemented two dis-
tinct node removal strategies to assess their impact on the network’s
structural integrity. The first strategy involved randomly removing
node fractions, while the second strategy focused on removing nodes
based on their highest degree and betweenness centrality values, see
Appendix D for details.

In the course of our analysis, we examined the impact of node
removal strategies on sorting error ¢ and neighborhood error ¢ within
the network. Initially, we focused on removing a fraction of nodes based
on their largest degree centrality values, see Fig. 2(a). We observed
that as the fraction of nodes removed increased, the sorting error
consistently exhibited higher values compared to the neighborhood
error. Furthermore, both errors demonstrated an increasing trend with
the rise in the fraction of node removal.
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Table 3
Network centrality and p-values (mean)
Network  Centrality Elimination Measure Probability

0.05 0.1 0.15 0.2 0.25 0.3 0.35 0.4 0.45 0.5 0.55 0.6
Luke-Acts Degree Largest € 0.7636 0.9038 0.8163 0.8478 0.9302 0.95 0.9474 0.9714 0.9687 0.9310 0.9615 1.0
en 0.4273 0.5577 0.5714 0.6087 0.6163 0.7125 0.6974 0.6857 0.7187 0.7586 0.8077 0.7391
Random € 0.4466 0.6232 0.7013 0.7276 0.7371 0.7821 0.7738 0.7988 0.7872 0.8015 0.7655 0.7753
en 0.2955 0.4433 0.5445 0.5767 0.6161 0.6476 0.6803 0.6707 0.6953 0.6927 0.6964 0.7064
Betweenness Largest € 0.6727 0.7885 0.9592 0.9565 0.907 0.75 0.9211 0.9143 0.9688 0.9655 0.9615 0.913
en 0.6091 0.6154 0.6837 0.6196 0.6628 0.6625 0.6711 0.6571 0.6719 0.6724 0.75 0.7609
Random € 0.5672 0.643 0.7543 0.7716 0.8136 0.8418 0.8255 0.8385 0.8522 0.8551 0.8634 0.8609
en 0.448 0.5 0.6014 0.6198 0.6471 0.6814 0.6882 0.6968 0.704 0.7298 0.7254 0.7463
Congress  Degree Largest € 0.9735 0979 0.995 0.9868 0.9944 0.997 0.9968 0.986 0.9924 0.9916 0.9907 0.9947
en 0.9281 0.9661 0.974 0.9671 0.9552 0.9489 0.9709 0.9544 0.9656 0.9664 0.9486 0.9737
Random € 0.9171 0.9345 0.9432 0.948 0.9503 0.9593 0.958 0.9589 0.959 0.9562 0.9599 0.9515
en 0.825 0.8757 0.9036 0.9184 0.9177 0.9323 0.9328 0.9337 0.9465 0.9407 0.9467 0.9479
Betweenness Largest € 0.9712 0.9813 0.9851 0.9816 0.9832 0.994 0.9903 0.986 0.9924 0.9916 0.9813 0.9895
en 0.9746 0.9942 0.9765 0.9908 0.9818 0.9925 0.9935 0.986 0.9809 0.9832 0.986 0.9684
Random € 0.9291 0.9476 0.9545 0.9594 0.9629 0.9627 0.9701 0.9654 0.9652 0.9666 0.9687 0.9721
en 0.9394 0.9554 0.9607 0.9681 0.9718 0.9678 0.9734 0.9699 0.9704 0.9709 0.9712 0.9658
Bitcoin Degree Largest € 0.9981 0.9991 0.9994 0.9993 0.9996 0.9981 0.9992 0.9991 0.9986 0.9974 0.9994 0.9967
en 0.6277 0.6775 0.7082 0.7019 0.6883 0.6657 0.6358 0.5989 0.5495 0.4886 0.4025 0.285
Random € 0.9885 0.9903 0.9915 0.9922 0.9927 0.9928 0.993 0.993 0.9926 0.9924 0.9935 0.993
en 0.3101 0.4355 0.5164 0.5818 0.6206 0.6594 0.6831 0.7134 0.7323 0.7429 0.7646 0.7742
Betweenness Largest € 0.9989 0.9994 0.9997 0.9993 0.9996 0.9996 0.9996 0.9996 0.9875 0.9799 0.0 0.0
en 0.6329 0.6427 0.6354 0.6123 0.5851 0.5393 0.4829 0.4033 0.3054 0.1731 0.0 0.0
Random € 0.9743 0.9835 0.9892 0.9896 0.9909 0.9925 0.9924 0.9926 0.9933 0.994 0.9934 0.9933
en 0.5379 0.5567 0.5732 0.5869 0.6026 0.6123 0.6265 0.6371 0.6436 0.6583 0.6737 0.6771

Network Centrality Elimination Measure Probability
0.05 0.1 0.15 0.2 0.25 0.3 0.35 0.4 0.45 0.5 0.55 0.6
Small-world Degree Largest € 0.9576  0.973 0.9716 0.9774 0.9797 0.9779 0.9824 0.9835 0.985 0.9847 0.9856 0.9856
ey 0.8636 0.9036 0.9093 0.9191 0.9246 0.9261 0.9271 0.9212 0.9313 0.9231 0.9194 0.9135
Random € 0.9541 0.9632 0.9671 0.9703 0.9764 0.975 0.976 0.9809 0.9792 0.975 0.9763 0.9737
ey 0.8356 0.89 0.9063 0.9204 0.9277 0.9294 0.9275 0.931 0.9301 0.9296 0.932 0.9288
Betweenness Largest € 0.9411 0.958 0.9682 0.9738 0.9736 0.9745 0.9772 0.9772 0.9785 0.9778 0.9796 0.9769
ey 0.9538 0.9656 0.9708 0.9705 0.972 0.971 0.9714 0.9712 0.9686 0.9667 0.9639 0.9585
Random € 0.9367 0.9523 0.9615 0.9619 0.9708 0.966 0.9663 0.9691 0.9702 0.974 0.9672 0.967
ey 0.9461 0.9562 0.9649 0.9661 0.969 0.968 0.9675 0.9656 0.9661 0.9628 0.9595 0.9583
Scale-free Degree Largest € 0.9704 0.9919 0.9935 0.9879 0.9554 0.8457 0.6569 0.3774 0.0305 0.0107 0.0 0.0
ey 0.5853 0.5198 0.4829 0.4339 0.3574 0.2617 0.1847 0.086 0.0053  0.002 0.0 0.0
Random € 0.7162 0.8836 0.9477 0.9527 0.9556 0.9562 0.9507 0.9441 0.9411 0.945 0.9429 0.9316
ey 0.1328 0.2779 0.3354 0.4164 0.5186 0.5329 0.5586 0.5866 0.5926 0.5995 0.6301 0.628
Betweenness Largest € 0.9927 0.9924 0.9923 0.9685 0.929 0.5074 0.2622 0.0193 0.0 0.0 0.0 0.0
ey 0.3882 0.35 0.3218 0.2416 0.1702 0.0617 0.0224 0.0024 0.0 0.0 0.0 0.0
Random € 0.6564 0.8436 0.8862 0.9284 0.9408 0.9429 0.9565 0.9601 0.9595 0.9568 0.9608 0.9635
ey 0.1609 0.2257 0.2735 0.2946 0.3219 0.3335 0.362 0.3823 0.3806 0.3911 0.416 0.403

Subsequently, we investigated the effects of removing nodes based
on their highest betweenness centrality values, see Fig. 3(a). Similar to
the previous strategy, we noted that the sorting error displayed higher
values compared to the neighborhood error. Additionally, while the
sorting error increased with the fraction of node removal, the neigh-
borhood error remained relatively consistent even for higher fractions
of removal.

Lastly, we examined the outcomes of randomly removing nodes
from the network. Once again, the sorting error exhibited higher values
compared to the neighborhood error, and both errors displayed an
increasing trend with the fraction of node removal.

In summary, our analysis revealed that regardless of the node
removal strategy employed, the sorting error consistently displayed
higher values compared to the neighborhood error. Additionally, both
errors tended to increase with the fraction of node removal, highlight-
ing the impact of node removal strategies on the network’s structural
integrity.

The analysis of the second network (E2) depicting the interactions
within the US Congress on Twitter reveals noteworthy observation
regarding sorting error ¢ and neighborhood error ¢ metrics.

The observations indicate that even a small fraction of node re-
moval, particularly those with the highest centrality values, leads to
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Betweenness Centrality errors for Congress Network (Es)
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Fig. 5. Betweenness centrality errors for congress network (E,).

significantly higher sorting and neighborhood error rates; see Fig. 4(a)
and Fig. 5(a). This discrepancy remains consistent even as the fraction
of removed nodes increases, with both error rates approaching val-
ues closer to 1 and exhibiting relatively little variation across higher
removal fractions.

Furthermore, the analysis suggests that the impact of node removal
on the node order of members is substantial, regardless of whether
nodes are removed randomly or based on centrality metrics. Even
minor alterations in the network structure can cause notable shifts in
the relative ordering of members within the network.

The analysis of the last real-world network (E3), which represents
individuals trading Bitcoin on trading platforms, reveals notable pat-
terns in sorting and neighborhood error metrics across various node
removal strategies.

Throughout the analysis, it is observed that the sorting error con-
sistently reaches its maximum value, close to 1, across all centrality re-
moval strategies as well as random removal, see Fig. 6(a) and Fig. 7(a).

10

This indicates a substantial disruption in the relative ordering of nodes
within the network regardless of the node removal approach.

However, the neighborhood error exhibits a different trend. For
both nodes with largest degree centrality removal and largest between-
ness centrality removal, the neighborhood error continues to decrease
as the removal fraction increases, indicating a progressive improvement
in the structural integrity of the network. Additionally, it is noted that
the fraction of nodes removed based on largest betweenness centrality
decreases more rapidly with higher removal fractions compared to
removal based on largest degree centrality. Eventually, the order of
nodes after removal based on largest betweenness centrality returns to
its original state, indicating a restoration of the network’s structural
properties.

While EMD provides a quantitative measure of dissimilarity be-
tween distributions, interpreting the results in a meaningful way can
be challenging. On the other hand P-value resulting from Kolmogorov—
Smirnov test is easy to interpret.
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Degree Centrality errors for Bitcoin Network (Fs)
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Fig. 6. Degree centrality errors for Bitcoin Network (E;).

4.2. Error measures in random graphs

Centrality measures in scale-free graphs are not as severely influ-
enced by missing data as the same measures in small-world random
graphs. The obvious reason thereof is that small-world graphs are more
connected and thus missing nodes easily alter a multitude of node
centralities at once. We also note that the sorting error e reacts more
severely than the neighborhood error ¢y, which is also not surprising
since the change in the ranking of a few nodes whirls around the sorting
order more than the overall neighborhood relation.

To get a better statistical understanding of the data, we compared
60 runs on different random graphs. The results are presented in
boxplots, with Fig. 8 and Fig. 9 displaying the errors (¢ and ey)
observed in degree centrality and betweenness centrality for small-
world networks, respectively. Similarly, Fig. 10 and Fig. 11 illustrate

11

the corresponding errors for scale-free networks. As these figures show,
there is a significant difference between the different random graphs.
This clearly shows that the stability of centrality measures also relies
on the graph structure, a fact usually not considered in research: Scale-
free graphs are usually much more stable, even for larger errors. In
addition, the new error measure ¢, clearly shows that these networks
are in particular stable preserving the order of actors — and small-
world networks do not. With regards to the centrality measures, more
local measure as degree centrality reacts less drastic to missing data
as the more global measure betweenness centrality. This observation
aligns with the intuitive understanding that localized measures primar-
ily capture information from a node’s immediate neighborhood, while
global measures consider the entire network structure. However, scale-
free networks show many outliers, especially for e. This raises several
questions, which we will discuss in the following.
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Betweenness Centrality errors for Bitcoin Network (Ej3)
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Fig. 7. Betweenness Centrality errors for Bitcoin Network (E;).

Our first observation is thus that scale-free networks are in gen-
eral more robust against errors. However, the total number of errors
increases fast. The error ¢y seems to be rather robust. Interestingly,
in particular for betweenness centrality. Small-world networks are not
very robust, albeit against small changes.

Previous researchers concluded that “from a global point of view,
centrality is a sufficiently stable quantity to be used” as de Valeriola
stated (de Valeriola, 2021). However, with our results, we could show
that this fact is only true for scale-free networks. Thus, the robustness of
centrality measures also relies on the network structure. If we assume
social networks to behave like scale-free networks, we can support
de Valeriola’s conclusion. However, there is an ongoing discussion
about how real-world networks might look like and according to our
knowledge, no further work has been carried out in this field, including

12

historical or religious networks. Furthermore, future work would be
enhanced by an examination of the manner in which our findings
contribute to the extant theories of network analysis and centrality.
This could entail a correlation between the findings and theoretical
models or frameworks in network science.

Interestingly, while some work was done on finding bound for
centrality measures like betweenness centrality, see Gago, Hurajova,
and Madaras (2012), Riondato and Kornaropoulos (2016), only very
little research focused on the underlying graph structures that influence
these measures. Very early research was carried out in Dorpinghaus
et al. (2022b), Segarra and Ribeiro (2015). For betweenness centrality,
a connection between the graph’s diameter and an upper bound for
betweenness is known (Riordan et al., 2004). Since small-world and
scale-free networks have a significantly different diameter, see Martel
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Degree Centrality errors for Small-world networks
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(b) Choosing nodes Randomly.

Fig. 8. Evaluation of Degree Centrality errors for Newman-Watts—Strogatz small-world random graphs with » = 200.

and Nguyen (2004), this might be a reason for their different behavior.
However, it is still an open question which subgraph structures signif-
icantly change centrality values in general. More research needs to be
done in this field.

However, the novel error measure ¢y, which was introduced by
Dorpinghaus et al. (2022b), shows that scale-free networks are robust
when only considering the general order of actors for small errors in
the network. For small-world networks, the value for p; needs to be
significant small, at least pp < 0.01. This directly leads to the question
which error is important: Is it important to retrieve actors at the same
position, or is it valid to preserve the order of actors?

For multi-layer networks, our analysis showed that they are in
general not stable against new layers if we assume a significant size
of a new layer. For example, adding locations as a new layer will lead
to information which may well fill up 10% of the graph. However, then
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we can no longer speak of robustness. In particular, when adding more
information layers to the graph, we need more discussion on this topic.
In other words: Is SNA on multi-layer networks in general comparable
and reproducible? Is there a consent in literature, which layers can be
chosen? According to our best knowledge, no work has been carried
out on this issue.

Summarizing, while de Valeriola is right to state that network
analysis is always a compromise (de Valeriola, 2021), we may add
that for historians, network analysis might be even more robust than
expected, while in general more research needs to be done in this field.

5. Conclusions and outlook

This paper introduces a novel, generic approach to analyze the ro-
bustness of centrality measures in networks for different node removal
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Fig. 9. Evaluation of Betweenness Centrality errors for Newman-Watts-Strogatz small-world random graphs with »n = 200.

strategies, inspired by social network analysis. Our main contribution
is the introduction of a novel error measure, to compute the robustness
of a multi-layer social network against general errors, with the error
measure ¢ and €, to account for misordered elements. However, we
also presented an extensive discussion comparing four different error
measures.

Our analysis of centrality measures aligns with previous work car-
ried out. For example, de Valeriola claimed that his “conclusions are
not always consistent with the literature” (de Valeriola, 2021), while
he first studied graph theoretical artifacts as categories of errors that
impacted errors in networks. However, till now, it is unclear how
social networks in general and their degree distribution look like. As
we can show, the topology of a graph has a serious impact on the
robustness of centrality measures, and every claim on artifacts and
errors should include a reference to this. In several disciplines, for
example, historical sciences, the analysis is usually carried out on
largely incomplete networks — historians, for example, never have
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access to all sources, and some of them may also be lost. Thus, it is
even more important to not only consider small artifacts but clearly
analyze how large parts of missing data impact the network. This
is especially the case in several application areas like epidemiology,
telecommunications, or social media. In addition, since SNA is often
carried out working with multi-layer networks, the impact of these
layers also needs to be considered.

Our statistical analysis, utilizing the Earth Mover’s Distance (EMD)
and Two-Sided Kolmogorov-Smirnov tests, suggests that the impact of
node removal on the node order of members is substantial, regardless
of whether nodes are removed randomly or based on centrality metrics.
Even minor alterations in the network structure can cause notable shifts
in the relative ordering of members within the network. However, the
network structure influences this behavior, and further research needs
to clarify this. In our analysis of random networks, we found that
scale-free networks seem to be generally more robust to errors. This
leads to a crucial question in the research process: it remains widely
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Fig. 10. Evaluation of Degree Centrality errors for scale-free random graphs with n = 200.

unknown or unknowable whether real-world networks, such as those
in epidemiology or social media, follow the scale-free paradigm.

Comparing the novel error measures with Earth Mover’s Distance
(EMD) and the Two-Sided Kolmogorov-Smirnov Test, we obtained
the following results: While EMD provides a quantitative measure of
dissimilarity between distributions, interpreting the results in a mean-
ingful way can be challenging. On the other hand, the P-value resulting
from the Kolmogorov-Smirnov test is easy to interpret. The error
measures ¢ and ¢ generally show fewer outliers and are more sensitive
against changes, making them better accessible and interpretable.

In conclusion, when considered in comparison to the current state
of the art, our results demonstrate the necessity for further research
in this area. From one perspective, the presented generic approach
represents a preliminary step towards subsequent comparisons and
analysis. Conversely, the considerable diversity of networks and their
topologies necessitates further investigation. The next logical step in
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this research is to bridge the gap between graph theory and the ap-
plication of network approaches. Although our work has demonstrated
the potential for social sciences and humanities to benefit from social
network analysis (SNA), several key questions remain unanswered.
These include the specific types of graphs that can be used, the types
of errors that may occur, and the methods for detecting such errors.
Furthermore, we propose a comparative study that incorporates addi-
tional metrics and gives due consideration to computational efficiency.
By employing a more expansive range of datasets, this approach would
facilitate a more profound understanding of the efficacy of the proposed
methodology. Our implementation is both operational and generic, yet
it is still a work in progress. We hope that it will also highlight the
importance of more interdisciplinary research in this field.
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Appendix A. Definition of centrality measures

In graph theory, the neighborhood of a vertex v is denoted by N(v)
and contains all nodes connected to v. If we are interested in the size
of this neighborhood we calculate the node degree given by deg(v) =
IN(@)I.

The neighborhood thus gives information about the connectedness
of an actor in the network. This can be useful to illustrate the direct
influence of an actor within the complete network, especially for actors
with a high node degree. But it is obvious that the amount of relations
does not necessarily give a good idea on their quality or how we could
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use these relations. While the node degree is often used as a measure
to create random graphs, it is in general not a good measure in order
to analyze particular actors in networks, see Jackson (2010).
Nevertheless, the degree centrality for a node v € V is given by
de(v) = 2@
n—1
The output value ranges between 0 and 1 and gives a reference to
the direct connections. As discussed, it omits all indirect relations and
in particular the node’s position in the network. In contrast, between-
ness analyzes critical connections between nodes and thus gives an
indication of individuals that can change the flow of information in
a network. This measure is based on paths in a network:

Much of the interest in networked relationships comes from the fact
that individual nodes benefit (or suffer) from indirect relationships.
Friends might provide access to favors from their friends, and in-
formation might spread through the links of a network, see Jackson
(2010).

A path p in a graph G = (V,E) is a set of vertices v, ...,v,, t € N, for
example written as

p=1lvp, .0,

where (v;,v;,1) € E for i € {1,...,t—1}. The length |p| of the path p is
the total number of edges — not nodes. Thus |p| = 1. The path p links
the starting node v, and an ending node v,. In a path, no crossings are
allowed, thus v; # v; for all i,j € {1,....1}, with i # j. If all properties
of a path are met except that the beginning and the end vertex are the
same - that is, v; = v, — we denote this set as a circle.

Betweenness centrality was first introduced by Freeman (1977) for
symmetric relations — undirected graphs — and was extended to asy-
metric relations — directed graphs — by White and Borgatti (1994).
In the interpretation by social scientists, it considers other indirect
connections by computing all possible shortest paths, see Schweizer
(1996). Given a node v, importance is calculated by the number P, (k, j),
that is, the number of all shortest paths in a network for all beginning
and ending nodes k,j € V that pass through v divided by the number
P(k, j), the total number of shortest paths between k and j. After
normalization the betweenness centrality is given by

y BN 2
ktjiztony PUGD  (n=1Dn— 2y’

be(v) =

where n denotes the number of the vertices in the graph. This
parameter allows an analysis of the critical links and how often a node
lies on such a path. This centrality measure thus answers the questions
whether a node can change the flow of information in a network or
whether it is a bridge between other nodes, see Schweizer (1996).

A Closure describes closed groups, meaning clusters or communities,
see Jackson (2010). The nodes within such a structure are nodes
that can potentially establish trust within a cluster. The Closeness is
determined by the number of shortest paths starting from a node. Thus,
it indicates the potential possibility of a node to establish new connec-
tions. In contrast to betweenness, only selected paths and possibilities
are considered here.

This leads to other occasionally used measures like closeness cen-
trality and harmonic closeness centrality. Given a node i € V we can
compute the average distance between the first and other nodes j € V'
with Zj#,. d(i,j) where d(i,j) denotes the length of a shortest path
between i and j. Then, according to Jackson (2010), we can compute
closeness-centrality as follows:

n—1
ey A, 0)

This is related to harmonic closeness-centrality:

helw)= Y —= !

uevV u#v d(M, U)

cl(v) =
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While betweenness assumes network flows to be like packages
flowing from a starting point to a destination, other measures con-
sider multiple paths: For example, the so-called eigenvector centrality
— introduced by Bonacich (1972) — measures the location of directly
neighboring nodes in the network. For the eigenvector centrality, we
“count walks, which assume that trajectories can not only be circuitous,
but also revisit nodes and lines multiple times along the way.” Borgatti
(2005). Thus, for the i-th node in the adjacency matrix A of a graph G,
it is the i-th entry of x solving

Ax = Ax

with A being the largest eigenvalue of A, see Girvan (2004). This
measure not only classifies the direct possibility to influence neighbors,
but also ranks the indirect possibility to influence the whole network.
For a detailed mathematical background we refer to Jackson (2010).

Appendix B. Statistical tests

The Kolmogorov-Smirnov (K-S) test is a statistical tool employed to
evaluate whether two cumulative distribution functions (CDF) differ
significantly, see Arnold and Emerson (2011). It quantifies the max-
imum vertical difference between the CDF of the dataset of original
degree distribution and the CDF of reduced degree distribution of the
network after removal of nodes or edges.

Let F, be the cumulative distribution function of original network
with a number of nodes » and F,, be the cumulative distribution
function of the network after node removal with a remaining number
of nodes m, then the KS statistic, denoted as D,,, quantifies the
maximum absolute difference between these functions, given by Arnold
and Emerson (2011):

D, = sup | Fy ,(x) = F ,(x)]. @

In practice, the null hypothesis is rejected at a specified significance
level « if D, ,, exceeds a critical value or in other words, if the condition
in following equation (2) is satisfied, see Arnold and Emerson (2011).

(2)

n-m
D,, >c(a)- .
nan > €(@) n+m

The value of c(«) at specified significance level is tabulated in
Wessel. A significant difference between the original and modified
degree distributions is shown by a high K-S statistic suggesting that the
removal approach has significantly affected the network’s structure.

Earth Mover’s Distance (EMD), also known as Wasserstein distance,
is a metric used to measure the dissimilarity between two probability
distributions, see Rubner, Tomasi, and Guibas (1998). It serves as a
tool to measure the extent of structural modifications between two
networks. This is achieved by quantifying the minimal amount of
work, often conceptualized as the movement of elements, required to
transform one distribution of centrality values into another.

When analyzing the impact of node removal on network centrality
measures such as degree and betweenness centrality, EMD provides a
quantitative measure of how much the centrality distribution of the net-
work changes before and after the removal process. By comparing the
centrality distributions before and after node removal, EMD captures
the extent of structural alterations in the network topology.

The calculation of EMD stems from the solution of the classic
trasportation problem, see Jude et al. (2017) which involves finding
an optimal transport plan that minimizes the total “work” required to
transform one distribution into the other. Mathematically, let P and Q
be two probability distributions, with m and n elements, respectively.
Let ;; represent the cost of transporting material from i in P to j in Q,
and let f;; denote the amount of material to be transported from i in P
to j in Q. Then, the Earth Mover’s Distance (EMD) is given by Rubner
et al. (1998):
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XL Xy i
EMD(P,Q) = ——
2o X fi

The optimal transport plan determines how much material should
be moved from each bin in the source distribution to each bin in the
target distribution, minimizing the overall transportation cost. Just like
the transportation plan we need to decide on the minimum structural
change that network underwent during node removal.

To conduct the statistical analysis on real-world and random net-
works, we utilize Python’s Scipy library for statistical computations and
networkx for network analysis. These tools enable robust evaluation
and comparison of network properties and behaviors.

Appendix C. Proofs
Proof of Lemma 2:

Proof. Let a; = de(G) and a, = de(G \ B). The only nodes which are
affected by a decreasing degree centrality are those in the neighbor-
hood N (u) of the blue node u, since for v € N(u), only one node in the
neighborhood of v is removed in G \ B compared to G. Thus,

a” =al” ~1 Yoe Nw)

holds. Observe that min,¢y, py.(v) denotes the smallest position in
de(G) of a node in N(u) (that is, the highest ranked neighbor of u in
de(@)). All nodes in dc(G), that are higher ranked are not affected by
the deletion of u. Recall that dc(G) only has n —n = n—1 entries. Thus,
at most n— 1 —min,e y, Pg.(v) Nodes change their position in dc(G \ B)
compared to dc(G).

Proof of Lemma 3:

Proof. Let a; = dc(G) and a, = de(G \ B). Again, the only nodes
which are affected by a decreasing degree centrality are those in the
neighborhood of the blue node, that is the set v € N (u). Here, only one
node in the neighborhood of these nodes is removed in G \ 9. While
the internal order of all nodes in G\ {C; \ {u}} does not change and the
internal order of the k — 1 nodes in C; \ {u} remains untouched as well,
at most the k — 1 nodes in C; \ {u} are shifted to a certain degree to the
right, since their value in dc(G\B) decreased compared to dc(G). Every
vertex in C; \ {u} hence contributes at most 1 to the sum computed in
en(de(G),de(G \ B)), which leads to the upper bound & — 1.

Proof of Lemma 4:

Proof. Case 1 d(u) = k — 1: In this case, u only lies on shortest paths
between « and any node in G\ {u}, since N(u) = C; \ {u}. That is, every
shortest path through C, ignores u, since u is only connected to nodes
within C \ {u}, see Fig. C.12.

Thus, the number of shortest paths in G that include u is n— 1, that
is,

> Paw.y=n-1
w#y,w#u,y#u
holds. Hence, for v € G \ B,

> PVwn= Y

w#y,w#u,yFu w#y,wHu,yFu

G
P (w,y)-1

where P denotes a shortest path in the graph G. In other words: There
exists a value b € R such that for every v € G\ B,

be(GY®) = be(G \ BV — b.

Hence, the ordering of the values in bc(G) compared to be(G \ B) does
not change and the considered difference is 0.
Case 2 d(u) > k: In this case, u lies on

s= ), PRy

w#y,w#UyFu
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u is not on shortest paths through Cp

Fig. C.12. If d(u) = k— 1, u lies only on shortest paths between u and any other node
in G\ {v}. Any shortest path through C, ignores u, since u is only connected to nodes
within C,.

shortest paths within the graph. Thus, removing this node will affect all
these paths and thus the ordering of at most s nodes will be changed.
Hence e(be(G), be(G \ B)) < s.

Proof of Lemma 5:

Proof. Since d(u) = 1, there is only one node v in N(u). This node is
on position p,.(v) in de(G) and it is the only node affected in G \ B.
Thus, at most p,.(v) nodes are affected.

Proof of Lemma 6:

Proof. Let a; =dc(G) and a, = dc(G \ B). If d(u) = 1, there is only one
node v in N(u). This node is on position p,.(v) in a; and it is the only
node affected in G \ B. Thus, either it is at the same position in @, or
on a different one which will affect the nodes on position p,.(u)—1 and
Pyc(w)+1in a; and p;.(w) — 1 and p,.(u) + 1 in a,. Thus

en(de(G),de(G \ B)) <2

holds.
Proof of Lemma 7:

Proof. Let a; = bc(G) and a, = be(G \ B).

Since d(u) = 1, there is only one particular node v € N(u). Thus,
all shortest paths containing u will include v. The highest impact of
removing u will hence be on v. Moreover, n — 1 shortest paths that
include u exist in G \ B. Thus, the first part of the maximum holds.

In general, s = Zw#y P,(w, y) shortest paths in G include v. Thus,
removing u will also change the betweenness for s nodes and the second
part of the maximum holds.

Proof of Lemma 8:

Proof. Let a; = be(G) and a, = be(G \ B). Since d(u) = 1, there is only
one particular node v € N(u). Thus, all shortest paths containing « will
include v. Moreover, n — 1 such paths exist and the highest impact of
removing u will be on v. But since we are interested in the ordering
of nodes, the total number of reordered entries in a, may be just a
factor. We can estimate this factor with the total number of shortest
paths containing u which is 3., P,(w, ).

In general, again, s = Zw#y P,(w, y) shortest paths in G include v.
Thus, removing u will also change the betweenness for s nodes and the
second part of the maximum holds.
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Appendix D. Algorithms

In our study, we implemented two distinct node removal strategies
to assess their impact on the network’s structural integrity. The first
strategy involved randomly removing node fractions, while the second
strategy focused on removing nodes based on their highest degree and
betweenness centrality values. The time required for node removal is
dependent on the data structure employed for graph implementation.
However, it can be linear in the number of nodes.

remove_node_randomly(G)
1: i « random(0, len(V"))

2: G.remove_node(G.V[i])
3: return G

The removal of nodes based on their highest centrality measure
necessitates the introduction of a further parameter, d, which is used
to order the nodes according to this measure. While this does not affect
the runtime of the function, it requires the recalculation of centrality
measures after each step.

remove_highest_node(G,d)
1: i « d[-1]

2: G.remove_node(G.V[i])
3: return G

Centrality measures for knowledge graphs are also quite complex.
While several efficient algorithms have been proposed, see Grando et
al. (2016), and some more specific problems are known to be N P-
hard. For example Group Closeness Maximization (GCM), see Chen et
al. (2016) or Maximum Betweenness Centrality, see Fink and Spoerhase
(2011).
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